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The Final Countdown - 10 tasks to ensure GDPR compliance 
for employees

1. Raise awareness
The starting point is to raise awareness within the 
organisation. This should start at board or senior 
management level. Start talking about your data protection 
obligations across the business and make employees 
aware of their role in the process. 

2. Forget Consent
Under the GDPR you can no longer rely on employee 
consent to process data. Instead you need to identify an 
alternative legal gateway. For the majority of employee 
information that you process this will be either 1) 
performance of the employment contract or 2) compliance 
with any legal obligation. Any other information you 
process, for example CCTV or marketing materials will 
then fall within the catch all category, 3) to pursue a 
legitimate interest of the data controller which is not 
overridden by the interests, rights or freedoms of the data 
subject.

3. Carry out a data audit 
The first step to preparing your new policy documents 
is to review the data you hold and why and where you 
hold it. Don’t forget to identify the legal ground you are 
relying on for collecting, storing and processing each type 
of data. Identify how long you retain data for, and whether 
your retention policies require updating. 

4. Identify who you pass data to & review 
your arrangements
Under the GDPR there are new requirements to pass on 
your data protection obligations to third party providers, 
to ensure that they keep data safe. If you use third party 
providers, for example for payroll, you need to review 
your contractual terms to ensure they contain appropriate 
GDPR clauses. If you pass data within the group company 
you need to ensure that all companies in the group have 
compliant GDPR policies. 

If you pass data outside the EEA additional restrictions 
and obligations to safeguard data apply. Seek advice to 
ensure that you can rely on one of the exceptions. 

5. Carry out legitimate interests impact 
assessments
Where you intend to process data under the third 
category of legitimate interests additional requirements 
apply. You need to identify a legitimate interest, show that 
the processing is necessary to achieve it; and balance 
it against the individual’s interests, rights and freedoms. 
This is done via a legitimate interests risk assessment, 
which should be recorded internally for each category of 
data. 

6. Update your policies and contracts 
From 25 May 2018, for employees and candidates you 
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should have:
• A General Data Protection Policy to cover how 

your organisation handles personal data and the 
safeguards you have in place

• Employee Privacy Notice and Job Applicant 
Privacy Notice to set out how you handle their 
personal data

• Employment contract clauses on data protection & 
communications to employees on the changes 

• Updates to any related policies, for example 
disciplinary procedure and induction forms. 

• Revised contract terms with third party providers 
and group companies (including those in 
consultancy agreements for example individuals 
working with you on a self-employed basis).

7. Appoint someone to have responsibility 
for data protection  
Someone within the organisation should be appointed 
to have responsibility for and oversea data protection 
compliance. This should be a formal data protection 
officer if you have more than 250 employees or regularly 
process sensitive personal data.  

8. Train managers and employees
Training is an important part of showing that you are 
compliant in practice. Once you have your policies in 
place you should train employees on the new policies 
and their obligations as employees. This should cover 
how they should keep data secure, how to report data 
breaches and how to manage subject access requests.

9. Consider data protection by design 
A key part of the GDPR is data protection by design, 
implementing good practice in the management of data 
day to day. Consider how you can reduce the data you 
store, how your systems can help you comply with the 
new requirements and whether you can change your 
practices to minimise the data you hold, for example by 
anonymising data. 

10. Evidence your compliance
Once you have done all the hard work, ensure you can 
evidence this. Create a Data Protection Compliance 
folder to prove you have met all the requirements. 
This should include your data protection policies, risk 

assessments, copies of relevant contracts, details 
of training, and going forward, details of breaches 
reported and your ongoing efforts to introduce data 
protection by design.  

Find out more
Please contact us if you would like to find out more or 
request our assistance in relation to any of your GDPR 
requirements.
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