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1. Data Protection Act 2018 comes into force

The majority of the provisions of the Data Protection Act 
2018 came into force on 25 May 2018. 

The sections which are not yet in force primarily relate 
to processing by intelligence services and minor/
consequential amendments. Provisions dealing with the 
Information Commissioner’s duty to prepare a number of 
codes of practice, the representation of data subjects and 
the framework for data processing by the Government 
come into force on 23 July 2018.

2. Acas publishes GDPR guidance

Acas has published guidance on the GDPR (General 
Data Protection Regulation). Click here to view.

The guidance explains what the GDPR is, who it applies 
to, what personal data is and what employers who wish 
to monitor staff should do. It also explains how long 
information can be kept, how employers can comply with 
their obligations and the right of workers to request their 
personal data.

3. European Commission publishes GDPR 
guidance

The European Commission has published ‘Seven 
steps for businesses to get ready for the General Data 
Protection Regulation.’ Click here to view.
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The document is aimed at businesses that do not handle 
data as a main business activity but which still handle 
personal data, such as data concerning their employees 
or clients.

This document outlines the key steps to take which include 
informing customers, employees and other individuals 
when their data is being collected, keeping data for only 
as long as it is necessary, and ensuring that any data 
being processed is securely stored (whether physically or 
on an IT system).

4. GDPR - right of access and right to object 
guidance
The Information Commissioner’s Office (ICO) has 
expanded its GDPR guidance in relation to the right of 
access. Click here to view.

And the right to object to processing: click here to view

Right of access guidance
The expanded right of access guidance explains that:
• Individuals have the right to access their personal data 

(commonly referred to as a subject access request).
• Individuals can make a subject access request 

verbally or in writing.
• Employers have one month to respond to a request.
• Employers cannot, in most circumstances, charge a 

fee to deal with a request.

Objecting to processing guidance

http://http://www.acas.org.uk/index.aspx%3Farticleid%3D3717%20
https://ec.europa.eu/commission/sites/beta-political/files/data-protection-factsheet-business-7-steps_en.pdf%20
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/%20%0D
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/%20%0D
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-object/%20.
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 The expanded objecting to processing guidance explains 
that:
• The GDPR gives individuals the right to object to 

the processing of their personal data in certain 
circumstances.

• Individuals have an absolute right to stop their data 
being used for direct marketing purposes.

• In other cases where the right to object applies, 
employers may be able to continue processing the 
data if they can show that they have a compelling 
reason for doing so.

• Employers must tell individuals about their right to 
object.

• Individuals can make an objection verbally or in 
writing.

• Employers have one calendar month to respond to 
an objection.

5.  ICO publishes GDPR guidance on consent

The Information Commissioner’s Office (ICO) has pub-
lished guidance on consent under the GDPR. Click here 
to view.

It explains the differences between consent under the 
Data Protection Act 1998 and under the GDPR/Data Pro-
tection Act 2018, why consent is important, when consent 
is appropriate, what valid consent is and how consent 
should be obtained, recorded and managed.

Differences between consent under the Data 
Protection Act 1998 and under the GDPR/Data 
Protection Act 2018
The guidance explains that the GDPR sets a higher 
standard for consent than was the case under the DPA 
1998. People should be given a genuine choice and 
control over how their data is used. For example:
• Consent requests will have to be ‘unbundled’ and 

separate from other terms and conditions.
• Pre-ticked opt-in boxes will be invalid.
• Consent options will have to give individuals options 

to consent separately to different types of processing.
• Organisations and any third party controllers who will 

be relying on the consent will have to be specifically 
named in any consent request.

• Adequate records will have to be kept of what has 

been consented to and where consent has been 
withdrawn.

• It will have to be made easy to withdraw consent at 
any time.

• There should be no imbalance in the relationship 
as this could mean that consent has not been freely 
given (such as in the case of the employee/employer 
relationship).

The main consent elements remain the same, namely that 
it must be freely given, specific, informed and there must 
be an indication signifying agreement. However, under 
the GDPR, there are a number of additional conditions 
for consent, which must also be complied with, including 
the keeping of records concerning consent and the right 
to withdraw consent.

The GDPR also includes specific provisions relating to:
• Children’s consent for online services.
• Explicit consent for scientific research purposes.
• Increased rights for individuals where consent is the 

lawful basis for processing relied on.
• New accountability and transparency requirements 

concerning the lawful basis for processing being relied 
on and retention of data after consent is withdrawn.

The guidance confirms that organisations will not be 
required to automatically refresh all existing consents 
but should instead evaluate whether they are GDPR 
compliant. Where any existing consents are inadequate or 
poorly documented then fresh GDPR compliant consents 
should be sought, processing should stop or a different 
lawful basis for processing should be identified.

Why is consent important?
In order for processing to be lawful it must have a lawful 
basis as set out in Article 6(1) of the GDPR. Additionally, 
where sensitive personal data (or special category data as 
it is now known) is involved then one of the conditions for 
processing under Article 9(2) will also need to be applied, 
such as explicit consent. 

Organisations that get it wrong could be fined up to €20 
million or 4% of their total worldwide annual turnover, 
whichever is higher.

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/consent/%20%0D
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/consent/%20%0D
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When consent is appropriate?
• Consent may also be required under e-privacy law 

for marketing calls and messages, website cookies 
and the installation of software on devices but with 
the GDPR definition of consent applied.

• Consent will be considered inappropriate where 
a genuine choice is not being offered over how an 
individual’s data is being used, where consent is a 
pre-condition of accessing a service, or where the 
data would still be processed under a different lawful 
basis even if consent were refused or withdrawn. 

• Where an imbalance of power exists, for example an 
employer over an employee, then generally another 
basis for processing should be considered such as 
‘legitimate interests’. 

What is valid consent?
For consent to be valid it must be:
• Freely given, meaning that people will have to be 

given a genuine choice and control over the use 
of their data, the ability to refuse consent without 
detriment and the ability to withdraw their consent 
easily at any time.

• Specific and informed, meaning that the consent 
must include the controller’s identity and any third 
party controllers relying on the consent, the purposes 
of processing, the processing activities and the right 
to withdraw consent at any time.

• An unambiguous indication by statement or by a 
clear affirmative action. It must, therefore be obvious 
that an individual has consented and what they have 
consented to.

• Explicit consent, which the ICO states is unlikely to 
be very different from the usual standard of consent 
but will additionally require a clear oral or written 
statement confirming that consent has been granted.

As to how long consent will last, the ICO suggests that 
this is likely to depend on the context but consent will 
degrade over time and organisations should keep their 
consents under review and consider refreshing them at 
appropriate user-friendly intervals. The ICO suggests 
where there is any doubt, organisations should consider 
refreshing consent every two years.

How should consent be obtained, recorded and 

managed?
The ICO recommends that:
• Consent requests should be separate from general 

terms and conditions and clearly direct people’s 
attention to it.

• Consent requests should include the name of the 
relevant organisation, and any other controllers who 
will rely on the consent, why the data is being obtained 
and what will be done with it and refer to the ability to 
withdraw consent at any time.

• Clear, straightforward language is used and a simple 
style that is easy to understand.

• Technical or legal jargon and confusing terminology 
is avoided.

• Consistent language and methods across multiple 
consent options are used and requests are concise 
and specific, avoiding blanket wording.

The guidance also lists various methods that can be 
used to obtain consent, including opt-in buttons or links 
online, signing a consent statement or selecting from 
equally prominent yes/no options. Opt-out boxes are not 
specifically banned but pre-ticked boxes are. Separate 
opt-in boxes should be provided for the various types 
of processing being undertaken to allow individuals to 
consent to some types of processing but not necessarily 
all.

Records of consent should be retained for as long as the 
data is being processed. Records should include who 
consented, what they consented to, what they were told 
at the time, how they consented and whether consent has 
been withdrawn.

The ICO considers it good practice to publicise both 
online preference-management tools and other ways of 
opting out.

6. DPIA guidance has been published by the 
ICO

The Information Commissioner’s Office (ICO) has 
published guidance on Data Protection Impact 
Assessments (DPIAs): click here to view.

. The guidance is intended to help organisations undertake 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/%20
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such assessments and:
• Explains the importance of DPIAs in relation to 

organisations’ accountability requirements under the 
GDPR.

• Confirms that when considering the likelihood of ‘high 
risk’, the focus should be on any potential harm to 
individuals including any intangible harms, such as 
‘significant economic or social disadvantage’.

• Lists high risk types of processing, including when 
using new technologies, processing biometric data 
(such as fingerprint entry systems used by employers) 
or targeting vulnerable individuals.

• Refers to the Data Protection Working Party’s 
guidance on the nine criteria which could indicate 
likely high risk processing: click here to view.

• Includes a DPIA awareness checklist for organisations 
to use when deciding whether it is necessary to 
undertake a DPIA.

7. Dress codes guidance

The Government’s Equalities Office has published 
guidance on dress codes and sex discrimination for 
employers, employees and job applicants: click here to 
view.

The guidance explains employers’ legal responsibilities 
when setting a workplace dress code policy and what 
employees should do if they believe that their employer’s 
policy infringes their rights. It also contains examples 
of policy requirements that might be discriminatory and 
those which would be acceptable and a frequently asked 
questions section.

The guidance briefly deals with issues other than whose 
involving sex discrimination that may arise in relation to 
dress codes, including religious symbols, transgender 
issues, health and safety, and the need to make 
reasonable adjustments for disabled staff. 

It recommends that when an employer is setting or 
revising a dress code policy:
• It considers the reasoning behind having a policy.
• It consults with employees, staff organisations and 

trade unions to try and ensure the policy is acceptable 

to both the employer and its staff.
• It considers the health and safety implications of any 

requirement. For example, if employees are required 
to wear particular shoes as part of a dress code (rather 
than for personal protective equipment purposes), it 
should consider whether this may make staff more 
prone to slips and trips or injuries to their feet.

The guidance advises against:
• Gender specific prescriptive requirements, such as 

a requirement to wear high heels. It states that any 
requirement to wear make-up, skirts, have manicured 
nails, certain hairstyles or specific types of hosiery 
is likely to be unlawful, if there is no equivalent 
requirement for men.

• Having a code that could lead to harassment by 
colleagues or customers, as any requirements for 
women to dress in a provocative manner are likely to 
be unlawful on those grounds.

• Prohibiting religious symbols that do not interfere with 
an employee’s work.

The guidance explains that it may be a reasonable 
adjustment to not require a disabled employee to comply 
with a dress code and transgender employees should be 
allowed to follow the organisation’s dress code in a way 
which they feel matches their gender identity.

8. Workers to have right to itemised payslips

From 6 April 2019, all workers (not just employees) will 
have the right to itemised payslips.  Workers will be 
entitled to enforce this right at an Employment Tribunal. 
The requirement will not apply to wages or salary paid in 
respect of a period of work before 6 April 2019.

Reference: The Employment Rights Act 1996 (Itemised 
Pay Statement) (Amendment) (No. 2) Order 2018

http://ec.europa.eu/newsroom/document.cfm%3Fdoc_id%3D47711%20
https://www.gov.uk/government/publications/dress-codes-and-sex-discrimination-what-you-need-to-know
https://www.gov.uk/government/publications/dress-codes-and-sex-discrimination-what-you-need-to-know
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